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top 5 user fails we exploit daily
(And what your security awareness training better be fixing)
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password reuse... like everywherepassword reuse... like everywhere
That Spotify password? It’s also their corporate login.
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Fix: Run password audits. Drill unique passphrases. Reward
good habits.



the insightful autoresponderthe insightful autoresponder
“Out of office — call me on 07700 900123 if it’s urgent”

Thanks for the vishing target, Emma.
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Fix: Don’t drop personal numbers in autoresponders. Route
urgent queries to a team inbox instead.



click-first cultureclick-first culture
“If it looks urgent, I click it.”

That’s not a strategy. That’s how we got in.
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Fix: Run phishing simulations. But make them spicy and
relevant... not ‘CEO needs gift cards’ weak sauce.



the password that guessed itselfthe password that guessed itself
“No one would ever guess ‘Summer2025!’”

We did. First try.
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Fix: Ban predictable patterns. Think passphrases, not
seasonal clichés.



the smooth talker trapthe smooth talker trap
“He said he was from IT and needed my login to fix an

urgent issue.”
He wasn’t. And now your VPN is our VIP access.
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Fix: Train staff to verify requests... especially over the
phone. Urgency is the oldest trick in the book



we’ve had our fun...we’ve had our fun...
You’re clearly not clueless. but If you want the rest of your org to catch

up... talk to the only crew that’s ever given us trouble.

drop them a line

tell them the breach collective sent you.
info@cyberescaperoom.coinfo@cyberescaperoom.co


