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DATA PROCESSING AGREEMENT 
 

BACKGROUND 
 
This Data Processing Agreement (“DPA”) forms part of the [INSERT REFERENCE AND DATE / LINK TO 
APPLICABLE TERMS], as updated from time to time (“Agreement”), between Secolve Pty Ltd, ACN 641 376 
921 as trustee for Secolve20 Unit Trust (“Secolve,” “we,” “our,” or “us”) and [INSERT NAME OF CUSTOMER] 
(“Customer”). In the event of any conflict or inconsistency between this DPA and the Agreement, this DPA 
shall prevail. 
 
All capitalised terms shall have the meaning assigned to them in the  Agreement, unless otherwise 
defined in this DPA.  
 
1 DEFINITIONS 

Affiliates means any entity that directly or indirectly controls, is controlled by, or is under 

common control with Secolve. 

Applicable 
Law 

means, to the extent applicable and binding on Secolve in connection with 

Personal Information processed under the Agreement: 

(a) any law, statute, regulation, byelaw or subordinate legislation in force 
from time to time to which a party is subject and/or in any jurisdiction 
that the Services are provided to or in respect of; 

(b) the common law and laws of equity as applicable to the parties from time 
to time; 

(c) any binding court order, judgment or decree; or 

(d) any applicable direction, policy, rule or order that is binding on a party 
and that is made or given by any regulatory body having jurisdiction over 
a party or any of that party’s assets, resources or business. 

Aggregated 
Data 

 

Appropriate 
Safeguards 

means data that has been combined with other data and summarised so that it 
does not relate to an identified or identifiable natural person and cannot 
reasonably be used to identify such a person. 

means such legally enforceable mechanism(s) for transfers of Personal Data as 
may be permitted under Data Protection Laws from time to time; 

Business Day means any day except Saturdays, Sundays, bank holidays and public holidays;  

Data 
Controller 

has the meaning given to that term (or to the term ‘controller’) in applicable Data 
Protection Laws; 

Data 
Processor 

has the meaning given to that term (or to the term ‘processor’) in applicable Data 
Protection Laws; 

Data 
Protection 
Laws 

means Applicable Laws relating to privacy or the use or processing of data 
relating to natural persons, including: 

(a) EU Directive 2002/58/EC (as amended by 2009/136/EC) and any 
legislation implementing or made pursuant to such directive; 

(b) EU Regulation 2016/679 (“GDPR”); 
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(c) the GDPR as it forms part of the law in England and Wales, Scotland and 
Northern Ireland by virtue of section 3 of the European Union 
(Withdrawal) Act 2018 (“UK GDPR”) and the Data Protection Act 2018 
(“DP Act”); 

(d) the Swiss Federal Act on Data Protection of 1 September 2023 and its 
corresponding ordinances (“Swiss FADP”); 

(e) any laws or regulations ratifying, implementing, adopting, supplementing 
or replacing the GDPR, UK GDPR, DP Act or Swiss FADP; 

(f) the Australian Privacy Act 1988 (Cth) (including the Australian Privacy 
Principles), and U.S. state privacy laws such as the California Consumer 
Privacy Act of 2018 as amended by the CPRA in each case, to the extent 
in force, and as such are updated, amended or replaced from time to 
time;       

(g) applicable federal and state data protection laws and regulations in the 
United States, in each case as may be amended or superseded from time 
to time, the California Privacy Rights Act, Colorado Privacy Act, 
Connecticut Personal Data Privacy and Online Monitoring Act, Delaware 
Personal Data Privacy Act, Indiana Consumer Data Protection Act, Iowa 
Consumer Data Protection Act, Montana Consumer Data Privacy Act, 
Oregon Consumer Privacy Act; Tennessee Information Protection Act, 
Texas Data Privacy and Security Act, Utah Consumer Privacy Act, and 
Virginia Consumer Data Protection Act (“US Privacy Law”); and 

(h) and any binding regulatory requirements, orders or decisions of a 
competent Supervisory Authority, and any statutory codes of practice to 
which a party is legally required to comply or have due regard, in each 
case published, in force and applicable to the relevant party and the 
processing under this DPA, and as updated from time to time. 

Data Subject means a natural person who can be identified, directly or indirectly, by the 
Personal Data; 

Data Subject 
Request 

means a request made by a Data Subject to exercise any rights of Data Subjects 
under Data Protection Laws; 

De-Identified 
Data 

means data originally derived from Protected Data that has been processed so 
that it cannot reasonably be used to identify a natural person, taking into account 
the means reasonably likely to be used, and subject to technical and 
organisational safeguards. De-Identified Data includes “anonymised” data within 
the meaning of EU/UK GDPR (Recital 26) and “deidentified” data under applicable 
U.S. privacy laws. 

International 
Organisation 

means an organisation and its subordinate bodies governed by public 
international law, or any other body which is set up by, or on the basis of, an 
agreement between two or more countries; 

Personal Data means any information relating to an identified or identifiable natural person, 
including an identifier such as a name, an identification number, location data, an 
online identifier or one or more factors specific to the physical, physiological, 
genetic, mental, economic, cultural or social identity of that natural person; 
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Personal Data 
Breach 

means any breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to, any Protected Data; 

processing means any operation or set of operations which is performed on Personal Data or 
on sets of Personal Data, whether or not by automated means, such as collection, 
recording, organisation, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction (and 
related terms such as process have corresponding meanings); 

Processing 
Instructions 

has the meaning given to that term in clause 3.1.1; 

Protected 
Data 

means Personal Data received from or on behalf of Customer in connection with 

the performance of Secolve’s obligations under the Agreement and this DPA; 

Standard 
Contractual 
Clauses or 
“EU-SCCs” 

means the standard contractual clauses for the transfer of Personal Data to third 

countries pursuant to Regulation (EU) 2016/679 of the European Parliament and 

of the Council (Text with EEA relevance), in the form set out in Schedule 2; as 

amended, superseded or replaced from time to time in accordance with this 

Addendum. When Customer is acting as a controller, the Controller-to-Processor 

Clauses (module 2) will apply to a Data Transfer. When Customer is acting as a 

processor, the Processor-to-Processor Clauses (module 3) will apply to a Data 

Transfer. Taking into account the nature of the processing, Customer agrees that 

it is unlikely that Secolve will know the identity of Customer’s controllers because 

Secolve has no direct relationship with Customer’s controllers and therefore, 

Customer will fulfil Secolve’s obligations to Customer’s controllers under the 

Processor-to-Processor Clauses;  

Services  means all services provided by Secolve to Customer pursuant to the Agreement;  

Sub-Processor means another Data Processor engaged by Secolve for carrying out processing 

activities in respect of the Protected Data on behalf of Customer, including 

Secolve’s Affiliates; and 

Supervisory 
Authority 

means any local, national or multinational agency, department, official, 
parliament, public or statutory person or any government or professional body, 
regulatory or supervisory authority, board or other body responsible for 
administering Data Protection Laws; and 

UK Addendum means the International Data Transfer Addendum (version B1.0) issued by the 
Information Commissioner’s Office under S119(A) of the UK Data Protection Act 
2018, as may be amended, superseded, or replaced from time to time. 

2 Data Processor and Data Controller 

2.1 The parties agree that, for the Protected Data, Customer shall be the Data Controller and Secolve 
shall be the Data Processor(or sub-processor). 

2.2 Secolve shall process Protected Data in compliance with: 

2.2.1 the obligations of Data Processors under Data Protection Laws in respect of the 

performance of its obligations under this DPA; and 

2.2.2 the terms of this DPA. 
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2.3 For clarity, nothing in this DPA restricts Secolve from generating, using or disclosing De-Identified 
Data and/or Aggregated Data derived from Protected Data for analytics, benchmarking, service 
performance, security, capacity planning and improving the Services, provided that Secolve:   

(a) implements safeguards and processes designed to prevent re-identification; 

(b) does not attempt to re-identify any individual; and 

(c) does not disclose such data in a form that identifies the Customer or any individual, other than to 
Sub-Processors bound by obligations no less protective than those in this DPA.  

2.4 Customer shall comply with: 

2.4.1 all Data Protection Laws in connection with the processing of Protected Data, the Services 
and the exercise and performance of its rights and obligations under this DPA, including 
maintaining all relevant regulatory registrations and notifications as required under such 
Data Protection Laws; and 

2.4.2 the terms of this DPA. 

2.5 Customer warrants, represents and undertakes, that: 

2.5.1 all data sourced by Customer for use in connection with the Services shall comply in all 
respects, including in terms of its collection, storage and processing (which shall include 
Customer providing all of the required fair processing information to Data Subjects, and 
obtaining all necessary consents and opt-outs and/or ensuring another valid legal basis 
applies under Data Protection Laws), with Data Protection Laws; 

2.5.2 instructions given by Customer to Secolve in respect of Protected Data shall at all times be 
in accordance with Data Protection Laws; and 

2.5.3 it is satisfied that: 

(a) Secolve’s processing operations are suitable for the purposes for which Customer 

proposes to use the Services and engage Secolve to process the Protected Data; 

and 

(b) Secolve has sufficient expertise, reliability and resources to implement technical 

and organisational measures that meet the requirements of Data Protection Laws. 

 

3 Instructions and details of processing 

3.1 Insofar as Secolve processes Protected Data on behalf of Customer: 

3.1.1 unless required to do otherwise by Applicable Law, Secolve shall (and shall take steps to 
ensure each person acting under its authority shall) process the Protected Data only on and 
in accordance with Customer’s documented instructions as set out in this clause 3 and 
Schedule 1, Annex 1 to this DPA (“Data processing details”), as updated from time to time 
(“Processing Instructions”); 

3.1.2 notwithstanding any other provision of this DPA, if any Applicable Law requires Secolve to 
conduct Processing of the Personal Data other than in accordance with Customer’s 
Instructions, such Processing shall not constitute a breach of this DPA;  

3.1.3 if Applicable Law requires it to process Protected Data other than in accordance with the 
Processing Instructions, Secolve shall notify Customer of any such requirement before 
processing the Protected Data (unless Applicable Law prohibits such information on 
important grounds of public interest); and 
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3.1.4 shall promptly inform Customer if Secolve becomes aware of a Processing Instruction that, 
in Secolve’s opinion, infringes Data Protection Laws, provided that: 

(a) this shall be without prejudice to clauses 2.4 and 2.5; and 

(c) to the maximum extent permitted by mandatory law, Secolve shall have no liability 

howsoever arising (whether in contract, tort (including negligence) or otherwise) 

for any losses, costs, expenses or liabilities arising from or in connection with any 

processing in accordance with Customer’s Processing Instructions following 

Customer’s receipt of that information. 

 
4 Technical and organisational measures 

4.1 Secolve shall implement and maintain appropriate technical and organisational measures in relation 
to the processing of Protected Data by Secolve, as set out in Schedule 2 (EU SCCs) – Annex II 
(“Technical and organisational measures”). 

5 Using staff and other processors 

5.1 Customer hereby gives Secolve a general consent to engage Sub-Processors for Processing of 
Protected Data on behalf of Customer. Secolve’s list of its current Sub-Processors is in Schedule 2, 
Annex III. Where Secolve adds a new Sub-Processor, the list will be updated promptly. Customer shall 
notify Secolve if it objects to a Sub-Processor. Where such objection is reasonable and is raised within 
a reasonable period after notice of the Sub-Processor first appearing on the list, Secolve shall, at its 
sole option, either: 

5.1.1 remove such Sub-Processor from the list and not engage such Sub-Processor to Process any 
Protected Data, in which case this DPA shall continue; or  

5.1.2 discuss alternative solutions with Customer, in which case, where the parties have failed to 
agree on a solution within reasonable time, Secolve shall have the right to terminate this DPA 
and the Service with a reasonable notice period. During the notice period, Secolve shall not 
transfer any Protected Data to the Sub-Processor.   

5.2 Where possible, Secolve shall enter into appropriate written agreements with its Sub-Processors on 
terms substantially similar to this DPA, including provisions requiring each Sub-Processor to 
implement appropriate technical and organisational measures and to make available independent 
third-party audit reports or certifications (such as SOC 2 or ISO 27001) upon request. Secolve shall 
provide such reports or certifications to Customer on request, subject to confidentiality obligations. 

5.3 Upon Customer’s request, Secolve shall provide information regarding any Sub-Processor, including 
name, email address and the Processing carried out by the Sub-Processor. 

 
6 Assistance with Customer’s compliance and Data Subject rights 

6.1 Secolve shall, without undue delay, refer any Data Subject Request it receives to the Customer. 

6.2 Secolve shall provide such reasonable assistance as Customer reasonably requires (taking into 
account the nature of processing and the information available to Secolve) to Customer in ensuring 
compliance with Customer’s obligations under Data Protection Laws with respect to: 

6.2.1 security of processing; 

6.2.2 data protection impact assessments (as such term is defined in Data Protection Laws); 

6.2.3 prior consultation with a Supervisory Authority regarding high-risk processing; and 
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6.2.4 notifications to the Supervisory Authority and/or communications to Data Subjects by 
Customer in response to any Personal Data Breach, 

6.3 Customer shall pay Secolve’s reasonable charges for providing the assistance described in this clause 
6. 

7 International data transfers 

7.1 Customer consents that Secolve may transfer Protected Data outside the United Kingdom (“UK”), 
European Economic Area (“EEA”) and Switzerland, as necessary to provide the Services to a 
jurisdiction for which the European Commission, the UK Supervisory Authority or the Swiss 
Supervisory Authority has not issued an adequacy decision (“Data Transfer”), provided that Secolve 
has implemented a transfer solution compliant with Data Protection Laws, which shall include: 

7.1.1 Standard Contractual Clauses: In relation to transfers of Protected Data protected by the 
GDPR, Secolve shall process Protected Data in accordance with the applicable modules of 
the EU-SCCs, which are incorporated into and form a part of this DPA, completed as follows: 

(a) Secolve is the "data importer" and Customer is the "data exporter”; 

(b) Clause 7: the Docking clause shall apply; 

(c) Clause 9: Option 2 - general Authorization for sub-processors; 

(d) Clause 17: the Governing Law shall be Ireland; 

(e) Clause 18: Forum and Jurisdiction shall be Ireland; 

(f) Annex I (List of Parties & Description of Transfer): as set out in Schedule 1 (Annex 

1); 

(g) Annex II (Technical and Organisational Measures); 

(h) Annex III (List of sub-processors): our Affiliates and the sub-processors listed at  

https://secolve.com/secolve-sub-processors/ (as updated from time to time), 

which forms part of the SCCs; and 

(i) Annex I.C. Competent Supervisory Authority shall be the Data Protection 

Commissioner of the Republic of Ireland. 

7.1.2 UK Addendum: In relation to transfers of Protected Data protected by UK GDPR, the EU-SCCs 
(i) apply as completed in accordance with paragraph 7.1.1 above; and (ii) are deemed 
amended as specified by the UK Addendum, which is deemed executed by the Parties and 
incorporated into and forming an integral part of this DPA as follows: 

(a) Table 1 shall be deemed completed with the information set out in Schedule 1 
(Annex 1), as appropriate, the contents of which are hereby agreed by the Parties; 

(b) In Table 2, the Parties select the checkbox reading: “the Approved EU-SCCs, including 
the Appendix Information and with only the following modules, clauses or optional 
provisions of the Approved EU-SCCs brought into effect for the purposes of this 
Addendum”, and the accompanying table shall be deemed to be completed 
according to the EU-SCCs in the form set out in Schedule 2; 

(c) Table 3 shall be deemed completed with the information set out in Schedule 2 
(Annexes I-III of the EU-SCCs), the contents of which are hereby agreed by the 
Parties; 

(d) Table 4 in Part 1 is deemed completed by selecting the checkbox reading: “neither 
party”; 

(e) Any conflict between the terms of the EU-SCCs and the UK Addendum will be 
resolved in accordance with Section 10 and Section 11 of the UK Addendum; 
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7.1.3 Swiss FADP.  In relation to transfers of Protected Data protected by the Swiss FADP, the EU 
SCCs apply as completed in accordance with paragraph (a) above, except that: 

(a) the competent supervisory authority in respect of such Protected Data shall be the 
Swiss Federal Data Protection and Information Commissioner; 

(b) in Clause 17 of the EU SCCs, the governing law shall be the laws of Switzerland; 

(c) references to “Member State(s)” in the EU SCCs shall be interpreted to refer to 
Switzerland, and data subjects located in Switzerland shall be entitled to exercise 
and enforce their rights under the EU SCCs in Switzerland; and 

(d) references to the “General Data Protection Regulation”, “Regulation 2016/679” or 
“GDPR” in the EU SCCs shall be understood to be references to the Swiss FADP (as 
amended or replaced). 

7.1.4 Another appropriate safeguard pursuant to Article 46 of the GDPR; or 

7.1.5 Derogation pursuant to Article 49 of the GDPR. 

7.2 Secolve will promptly notify Customer if it becomes aware that it can no longer meet its obligations 
under this clause 7, and in such event, to work with Customer and promptly take all reasonable and 
appropriate steps to stop any Processing outside of the UK, the EEA and Switzerland. Protected Data 
that originates in the UK, the EEA or Switzerland will then be processed and used exclusively within 
the UK, the EEA or Switzerland. Secolve will not transfer Protected Data to, or process such data in, 
a location outside of Europe without Customer’s prior written consent or until Processing meets the 
level of protection as is required by this clause 7. 

7.3 Australia: Where the Australian Privacy Act applies, Secolve will take reasonable steps to ensure that 
any overseas recipients of Personal Data comply with the Australian Privacy Principles (APP 8), unless 
an exception applies. 

7.4 U.S. Data Privacy Framework: Where Secolve or any Sub-processor participates in the EU-U.S., UK-
U.S. or Swiss-U.S. Data Privacy Framework, Secolve may rely on that certification as an appropriate 
safeguard for eligible transfers to that certified recipient. 

8 Records, information and audit 

8.1 Secolve shall maintain, in accordance with Data Protection Laws binding on Secolve, written records 
of all categories of processing activities carried out on behalf of Customer. 

8.2 Secolve shall, in accordance with Data Protection Laws, make available to Customer such information 
as is reasonably necessary to demonstrate Secolve’s compliance with its obligations under Article 28 
of the UK GDPR (and under any Data Protection Laws equivalent to that Article 28), and allow for and 
contribute to audits, including inspections, by Customer (or another auditor mandated by Customer) 
for this purpose, subject to Customer: 

8.2.1 giving Secolve reasonable prior notice of such information request, audit and/or inspection 
being required by Customer; 

8.2.2 ensuring that all information obtained or generated by Customer or its auditor(s) in 
connection with such information requests, inspections and audits is kept strictly 
confidential (save for disclosure to the Supervisory Authority or as otherwise required by 
Applicable Law); 

8.2.3 ensuring that such audit or inspection is undertaken during normal business hours, with 
minimal disruption to Secolve's business, the Sub-Processors’ business and the business of 
other customers of Secolve; and 
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8.2.4 paying Secolve's reasonable costs for assisting with the provision of information and allowing 
for and contributing to inspections and audits. 

9 Breach notification 

9.1 In respect of any Personal Data Breach involving Protected Data, Secolve shall, without undue delay: 

9.1.1 notify Customer of the Personal Data Breach; and 

9.1.2 provide Customer with details of the Personal Data Breach. 

10 Deletion or return of Protected Data and copies 

10.1 Secolve shall, at Customer’s written request, either delete or return all the Protected Data to 
Customer in such form as Customer reasonably requests within a reasonable time after the earlier 
of: 

10.1.1 the date on which all payments under the applicable Services have been made and the 
Agreement (including any applicable Order Forms) has terminated or expired; or 

10.1.2 once processing by Secolve of any Protected Data is no longer required for the purpose of 
Secolve’s performance of its relevant obligations under the Agreement (including any 
applicable Order Forms) or this DPA, 

and delete existing copies, unless storage of any data is required by Applicable Law and, if so, Secolve 
shall inform Customer of any such requirement.  Notwithstanding the above, the Customer hereby 
authorises Secolve to retain copies of the Protected Data in its standard backup systems for backup 
purposes only. Such backups are maintained solely for business continuity and disaster recovery. 

11 Dispute Resolution 

11.1 This DPA shall be governed by, and the parties submit to the jurisdiction stated in, the governing law 
and jurisdiction provisions of the Agreement. 
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Executed as an agreement.  
 
Accepted and agreed to as of [date] by the authorised representative of each party. 
 
 
 
Secolve Pty Ltd ACN 641 376 927 as trustee for Secolve 20 Unit Trust:  
 
 
 
 

Signature of sole director/secretary  
 
 
 

 

Name of sole director/secretary  
 
 
 
 
NAME OF COMPANY AND COMPANY NO/ID IF ANY] :  
 
 
 

Signature of director or authorised 
signatory  
 
 
 

 Signature of director or authorised 
signatory 
 

Name of director or authorised 
signatory 

 Name of director or authorised 
signatory 
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SCHEDULE 1 TO THE DPA 
ANNEX 1  

DETAILS OF PROCESSING 
 

Under Data Protection Law, Secolve shall only Process Personal Data in accordance with Customer’s 
Processing Instructions, as regulated in the DPA. This document forms part of Customer’s Processing 
Instructions, directing Secolve on the scope, nature, and purpose when Processing Personal Data on behalf 
of Customer. The Processing Instructions may be amended in writing by Customer from time to time, as 
communicated in writing to Processor by authorised representative of Customer or through Customer’s use 
of the Service. 

1. PURPOSE OF PROCESSING 

Secolve will process Protected Data as necessary to provide the Services, including analytics to 
improve relevance, support/troubleshooting, security logging, and billing. 

2. CATEGORIES OF DATA SUBJECTS 

● Customer’s authorised users (employees, contractors, agents or intermediaries) who 
administer the service (as applicable);  

● Customer’s end-users interacting with the service as managers or overseers (i.e. non-
learners); 

● Customer’s end-users interacting with the service as learners. 

3. TYPES OF PERSONAL DATA 

● Business contact data (first name, last name, email, role); 

● Training progress; and 

● Session-based identifiers, session times, IP address, device/browser metadata, search 
queries, click events, support ticket metadata.  

4. SPECIAL CATEGORIES OF PERSONAL DATA 

None. Customer shall not provide special categories of data or children’s data unless agreed in 
writing.  

5. PROCESSING ACTIVITIES  

● Collection 

● Storing 

● Accessing, reading or consultation for the purposes of providing customer support 

● Accessing, reading, consultation, modification, and analysis for the purposes of providing 
customer reports  

● Erasure or destruction 

● Analysis, for the purposes of enhancing or improving the Services 
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6. DURATION OF PROCESSING 

Personal Data shall not be processed for longer than is necessary to serve its purpose. Processing 
of Protected Data shall cease on expiry or termination of the Agreement. Upon termination or 
expiry of the Agreement, Secolve will, at Customer’s choice, delete or return all Protected Data 
and delete existing copies within 6 months, except for standard system backups which are deleted 
on a regular basis (typically every 60 days). 

7. PROCESSING LOCATION 

Processing occurs in regions where Secolve and its Sub-processors operate (including Australia, 
U.S., EU/UK), safeguarded per clause 7. 

Protected Data is stored in a region agreed by the Parties where available, or otherwise allocated 
by Secolve.    
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SCHEDULE 2 

ANNEX I 

A. LIST OF PARTIES 

Data exporter(s): The Customer 

Role: controller (or processor, as applicable) 

Data importer(s): Secolve, whose details are set out in the DPA 

Role: processor (or joint controller, as applicable) 

B. DESCRIPTION OF TRANSFER  

Categories of data subjects whose personal data is transferred: 

As set out in the DPA 

Categories of personal data transferred: 

As set out in the DPA 

Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into 
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, 
access restrictions (including access only for staff having followed specialised training), keeping a record of 
access to the data, restrictions for onward transfers or additional security measures: 

As set out in the DPA 

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis): 

As set out in the DPA 

Nature of the processing: 

As set out in the DPA 

Purpose(s) of the data transfer and further processing: 

As set out in the DPA 

The period for which the personal data will be retained, or, if that is not possible, the criteria used to 
determine that period: 

As set out in the DPA 

For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing: 

As set out in the DPA 
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ANNEX II - TECHNICAL AND ORGANISATIONAL MEASURES  

The technical and organisational measures applicable to the Services are: 

• MFA and SSO enforced for platform access. 
• Role-based access control (RBAC) reviewed during assurance cycles. 
• Secolve Data Encryption Standard applied (at rest and in transit). 
• Annual penetration testing and vulnerability scanning. 
• AWS security hardening and monitoring aligned with best practice. 
• Segregation of duties between development and production environments. 
• Vendor risk assessments through due diligence, interviews, and pen-testing engagements. 
• Audit logging and forensic capability maintained. 
• Endpoint Detection and Response EDR) is enabled on development devices 
• Incident Response Plan (IRP) in place, covering “Unauthorised Access” scenarios. 
• Notification of individuals/regulators within two (2) business days. 
• Data Resilience Policy and planning including retention, deletion, and recovery measures. 
• Cyber insurance coverage to offset financial impact. 
• Client communications and remediation program to manage reputational fallout. 

 
The list above form part of both this DPA and the EU Standard Contractual Clauses incorporated by reference 
in Clause 7. These measures satisfy both Article 28 GDPR and Annex II of the EU SCCs.
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ANNEX III - LIST OF SUB-PROCESSORS 

The Customer authorises the use of our Affiliates and the Sub-processors listed at: 
https://secolve.com/secolve-sub-processors/. 

Secolve maintains this list and updates it from time to time. Secolve will provide prior notice of any intended 
updates in accordance with this DPA, affording the Customer a reasonable opportunity to object on 
reasonable data protection grounds. 

We engage our Sub-processors to provide infrastructure, collaboration, analytics, and related services 
necessary to deliver the Services. 
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